IIpunoxkenne Nel

WHTEPHET-MOIIEHHUYECTBO - TIAMSTKA JJI1 TPAJKIAH.

MOJIMIUS INTPEOVIIPEXXKIAET

Hecmotps Ha mnpuHumMaeMbie NpPaBOOXPaHUTENLHBIMM OpPTaHAMM Mepbl,
B [lonenxor Haponuoit Pecriybnuke yyacTuamch cryday JUCTAHLMOHHBIX XMUILIEHMI
C MICNOJIb30BaHMEM MH(DOPMALVIOHHO-TEIEKOMMYHUKALUMOHHBIX TeXHOJIOTMIA.

MoIleHHVMKY ~ YMEJIO  MCIONB3YIOT — BCIO  JOCTYIIHYIO  MH(OpPMALMIO
I COBpEMEHHbIE TEXHOJIOT MY, Pa30MParOTCs B IICUMXOJIOT UM JIFOfIEH, BLIHYKIAsA JKEPTBY
packpbiBaTh BCIO MHMOpMAUuUio O cebe smbO COBEpIIATH T WM MHbIE IENACTBUS,
UCIOJIb3YIOT YYBCTBa (COCTpamaHue, OOECIIOKOEHHOCTb 33 OJM3KMX, ’KaJoCTh),
YeJIOBEeYeCKMe C1ab0CTy (CTSDKATENIbCTBO, ATYHOCTD) B CBOMX KOPBICTHBIX MHTEPECaX.

OCHOBHBIE CXEMBI TEJIE®OOHHOT'O MOLLIEHHUYECTBA:

CUTVYALIUA 1.

MolleHHUK MpeacTaBsieTcsl POACTBEHHMKOM (3HAKOMbIM) M B3BOJTHOBAHHbIM
rojlocoM 1o TenedoHy coobiiaer, uTO 3anepykaH COTPYIHMKAMM TOJIULIMK
3a cosepiueHue npecryrenust (copepummn ITTI, xpanmn opyskue mim HapKOTUKMU,
HAHEC TSKKME TeJIECHbIE TIOBPEsKIEHMS). ‘

Jlanee B pasroBop BCTYIaeT sSKOBbI COTPYAHMK momiumy. OH yBepeHHbIM
TOHOM COOOLIaeT, YTO yXKe He pa3 «IIoMOorai» JIoaaM Takum obpasom. Ho ecnn
paHbllle JeHbI'M MPUBO3MIY HEMOCPENCTBEHHO eMy, TO Ceifuac JeHbI'M HeoO6XOoayumo
TIPUBE3TY B ONIPENeJIEHHOe MECTO, IIepeaTh KaKoMy-nb0 YeJoBeKy, MO0 epeBecTu
Ha cueT (abOHeHTCKMiT HoMep TesiedoHa).

He cnewume @winoaname 3my npocvby. Ilpekpamume  pas3zoeop.
Vcnokotimecw, nepesgonume poduwvim, Habepume Homep meneoHa poOCmeeHHUKd,
¢ Komopbim AKobbl npousouwina 6eda. Ecnu menepon omknouén, nocmapaumecs
C8A3AMbCA € €20 Koanezamu, Opy3vamu U POOJCMEEHHUKAMU Ol YMOUHEHUs
ungpopmayuu. Xoms 6Gecnokolicmeo 3a poOOCMEEHHUKA Ulu 6au3K0z20 Henosexd
mewaem mulcaums 30paso, caedyem NOHUMAMs: eciu He3HAKOMbIU Uen06€eK 360HUM
Bam u mpeb6yem npugeamu Ha HeKuli adpec OEHEHCHYIO CyMMy — 3MO MOWEHHUK.
O6s3amenvHo nozosopume ¢ kem-Hubyos, npexcde uem Bol npumeme pewenue dame
83MKY, UMO A6/15emcs NpeCmynieHUeM.

CUTVYALIUSA 2.

Bl nomywwuM cMc-coOBLUeHMe O TOM, YTO Bama O6aHKOBCKash Kapra
3a6JI0KMpOBaHa.

Huxkozda He omnpaensiiime HUKaKux OEHENCHBIX Cpedcme no KoopouHamam,
YKA3aHHbIM 8 COOBWeEeHUL, He nepe3sanusalime Ha HOMEpP, C KOMOpOozo OHO NPUULIO,
u He omnpasJsitime OMeemHbIX CMC.

CambiM npasunchbimM pewieHuem 6 OdHHOU cumyayuu 6ydem no360HUMb
6 6ank, suinycmuewull u o6eayxcusarouuii eawy xapmy. Tenecpon 6anxa bl Hatideme
Ha o6opome sauwieli Kapmeol.



CUTVALIUMA 3.

Bbl pewnumM KymuTh B MHTEPHET-MarasyHe HOBbIM MOOMJIbHBIN TesleOH,
HOYTOYK miaM (oToanmapar 1o CyneprpuBIeKaTebHON 11eHe, HO MarasuH IPOCHT
NepevrCanuTb IpeIoriaTy.

Hukozda He nepeuucnsilime deHb2u HA 3INEKMPOHHbIE KOWENbKU U cuema
MOBUNbHBIX MENnepoHO8.

TTomHume o mom, umo uHmMepHeM-mMaza3uH HE MOXCEM NpuHUMams oniamy
3a NOKYnKy 6 maxoti ¢popme. Ecnu eac npocam onnamume mosap € UCNOJ1b308AHUEM
MepMUHAIO8 IKCNpecc-onaambl ulu nepeéecmu deHbzU HA ANEKMPOHHbIU KOWETEK,
8epOSIMHOCMb MO020, UMO 8bl CMONKHYAUCH C MOUWEHHUKAMU KPALHE 8bICOKA.

CUTVALIUA 4.

BbI [OJTY UM JIEKTPOHHOE COOBLIEHE O TOM, YTO Bbl BHIMI'PAJIY aBTOMOOWIIb
U BaC MPOCAT MEPEBECTY NEHBIM AJIS TOTyUeHNsI TIpr3a.

Huxozda ne omnpagnsiime deHb2u HE3HAKOMbIM JUYAM HA UX 2JIEKMPOHHbIE
cuema. IlomHume, umo 6eposmHOCMb 8bluzpamb Npu3, He NpuHumas ydacmus
8 pO3blzpblie CMPEMUMCA K HYJI0, d 8ePOSMHOCMb 6036pAma JeHez, NEPEUUCIIEHHbIX
HA AHOHUMMBIU INEKMPOHHBIU KOWENEK 310YMblULNEHHUKO8, U M020 MEHbUILE.

CUTVYALINA 5.

Bbl peruum IpoJaTh TOBap ¥ MOC/e Nofauy O6bsBIeHNUS B 6ypKanmne JIHU
BaMm 3BOHUT >KeJaHHbIM IIOKyMareab M TOBOPUTb, YTO TOTOB OIUIATUTD cpasy
BCIO CYMMY 3a TOBap, HO eMy HeoOXOOUMO y3HATh HOMEp Baureit kapTel U 1apoJin,
KOTOPBIE MOCTYIST B CMC-COOOILIEHUN MM APYTHUEe NAHHBIE C KapThI.

Huxozda wuxomy He coobwalime nomep Baweu xapmet, naponu us cmc-
COOBWeHUll U OpY2ue PeK8U3UmMbl KApmol, UHaue ¢ Bawetl kapmbt NOXUmMsam O€HexHCHblE
cpedcmea.

IIna nepesoda OenexcHbix cpedcme Bam, nokynamento JdocmamouHo 3HAMb
0duH Homep Bawell kapmet u Gonbule HUKAKUE CBE0EHUS HE mpe6yromcsi.

Taxace MOHCHO NPedNoHCUMb CNOCO6 Onaaml, Yepes NIAMeHCHble nepesoobl
e 6ankax Ha Bawe ®HO, mozda y Bac noxumum OeuedcHbie cpedcmea 6ydem
HEBO3MOMCHO!

CUTYALUAS 6.

O61iaeTech B MHTEPHETE ¥ MMeeTe aKKayHTbI B coucetsx? K Bam obpaTtusics
3HAKOMBIN C IIPOCHOON OLODKUTL MY JEHEeXKHbIe cpencra?

Hukozda He nepesodume JeHbzU, HE C8:3U8WUCE C Opy20m No menepony
U He BblACHUS npuuuMy e20 npocsObl, dayce ecau 8 coObWeHUU OH huwem,
ymo He Mmoxcem zosopumb. Hukozoa He pasmewjalime 8 OMKpbIMOM docmyne
u He nepedasalime uHdoOpmayulo JAUUHOZO Xapakmepd, Komopds: moxcem 6vimb
ucnonvsosana eo eped. Obwenue 6 cemu 8 3HauumenvHoli mepe O06e31UUEHO,
u 3a pomozpacpueti npoduns moxcem CKpvleamsCs Kimo yzo0Ho. IlomHume 0 mom,
umo eudeo u ayouompdaHCAsyuu, pasHo Kaxk u JIO2UH sawiell cemesol Nnepenucku,
Mozym Oblmb COXpAHEHbl 310YyMblUNEHHUKGMU U 8 nocnedcmauu UCNONb308AHDbL
8 NPOMUBONPUBHBIX UETISIX.



CUTYALIUS 7.

Bor monyunimn CMC umu MMC coobiuenye co CCbIIKON HAa CKaUMBAHME
OTKPBITKY, MY3bIKM, KAPTUHKY WV IIPOrPAMMBbL.

Huxoz0a e nepexodume no ccoinke, ykasamHoli 8 coo6ujeHuu.

ITomnume, umo, nepetios no ccoinke 8vt MOMHcEME, CAMU MOZ0 HE nodo3peasas,
nonyuums Ha menegou 6upyc unu ohopmumes NOONUCKY HA NAAMHbBLE YCTY2U.

Haxce ecnu coobujenue npuwno om 3Hakxomozo eéam uenosexd, ybedumecs
8 MOM, UMO UMEHHO OH ABIIeNCs OMNPABUIMENEM.

MB/I no [iosenkoit Hapopuoi Pecrry6mke

NPEOAYIIPEXIOAET

YyacTunnce cnydan Tesie(OHHOrO MOIIEHHMYECTBAa M KPaK B OTHOLLEHMM
TTOKWUJIBIX JTFOTEIA.

Ilpectynuuky, mnpepcraBnsgack  pabOTHMKAMM — COLMAaJbHBIX  CITYXKO,
MeIUIMHCKMX Opranus3auyuy, QOHIOB, IMOXMIIAKT WMYVIIECTBO, OOMEHMBAIOT
HaKOIUIEHVST MEHCUOHEPOB Ha CXOXKMe KYIMOHbI, 0OMaHbIBAIOT C HECYHIECTBYIOILUM
0OMeHOM JieHer, COeIA0T MONAPKY, BRIMIPbIIIM, KOMIIEHCAUH, IPel/1araloT KyInThb
Ha [OMY MM 3aKasaTb I[I0 TIOYTe JOPOTOCTOSIIME JIeKapCTBEHHbIE Iperaparhbl
M MeOMUMHCKME TIpUOODDI, «MCUJISIIONME OT BCeX O0Ie3HeN».

[Tpn nokynke (3akase) rtoBapon yepe3 VIHTepHeT, MOIIGHHMKM TPeOYIOT
NpeJoIviaTy, KOTOPYIO 3aTeM IMOXMILAKOT. ‘

IMMOMHHUTE: 5TO OPYAVIOT MOIIEHHUKMA!

AdepucTbl, npencTaBisisCh OEThbMM M BHYKaMy, 3BOHAT HA JOMAlIHUeE
1 MOOMJIbHBIE TeNieQOHbI, TPEOYIOT JEeHbIU 3a IOMOILb, IKOObI IOMaBleMy B 6exy
(MoXMlLeH, 3afepyKaH COTPYIHMKAMU TTOUIMHA, COUT UesioBeKa U T.IL.).

Ecnn npu 3Bonke Ha Bamr gomamnmii Tesniedod um oTBeuaer Bam pebeHOK,
TO MOLIEHHMKY IO TIPEIJIOrOM BbIMIPbIlIa KaKOro-HMOyab Ipu3a MOryT ybenuThb
pebeHKa MPOIUKTORATL MM HOMep Baieit 6HaHKOBCKOM KapTbl, IIpM 3TOM ybexaas
Bammx getey HMUero He rOBOPUTE DOOUTEIISIM.

Bynpre 6auTenisHbI M HY B KOEM CJIydae He repefaBajiTe JeHbI'M He3HAKOMbIM
JIOASM, He TyCKaliTe B JOM He3HAaKOMBIX, NpPOBeIuTe pa3bsSCHUTEebHbIe Oecenbl
¢ Bawmmimvu getbMu 1 npecTapenbivy POIUTESIMM.

B cayuae coBepmenys moOA06HBIX (AKTOB HEMENJIEHHO CO0OIIMTe
B NOJIMLMIO 110 Testedony «102»,

K CBEIEHUIO!

Odummanbueii  Telegram-xkagan VYmpasieHuss 0[O OpraHmsammu  60pbObI
C INPOTMBOIPABHLIM  MCIOJL30BaHMEM  MHGOPMALMOHHO-KOMMYHMKAUVMOHHbIX
TEeXHOJIOT UL MBJL Pocecyru - «BecTHUK Kubepnonuimm Poccun»
(https://t.me/cyvberpolice rus).

Ecnu BBl CTany skepPTBOV MOLIEHHMKOB aHOHUMHbBINA 4aT-60T - «IloMOumHmK
Kubepnomuumn» (@cvberpolicerus_bot) okaskeT BaM KOHCYJIHTAMOHHYIO TOMOUIb.

MB/I o ouenxoi Haponuoi Pecriybnuke
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Cgegenus 00 OCHOBHBIX CIIoco6Gax
00MaHa/BOB/IeYeHUS] HECOBEPLICHHOITHMX JIMIL!

1. Knaccuueckas wmomeHHnueckass cxema: «Bamr POLCTBEHHMK IIOIas
B [TIl», B xoTopoit mompocTky mnpesnaraeTcs pabora B KauyecTBe Kypbepa.
IIpensioxenys Takoro poma pacnpoCTPAHSIIOTCS B COLMANBHBIX CETIX 1 MIOIYJ/ISIPHBIX
MECCEHDKepax. «OKasaHVe IOMOLY MNOXWIbBIM TpakgaHaM B OCYILeCTBIEHUNU
NEePEeBONOB [EHEXHBIX CPEICTB», 33 BO3HArPaXKIEHME B BUIAE TaK Ha3bIBaeMbIX
«KOMMCCHOHHBIX» OT CYMMb! IlepeBeieHHbIX cpeacTB. OIHAKO B [IOTOHE 33 NeHbraMu
MOJIOAbIE JIOOM He AYMAOT O TOM, 4TO TaKMe «Bble3[bl Ha agpeca» [Jisi KYPbepoB
3aKaHYMBAIOTCS 3afepyKaHuem, M Kak MpaBWIO IMOCJIeNVIOIUMM 3aK/JIIYeHMeM 107
CTPaxYy.

2. TenedoHHbII 3BOHOK OT «IOMKHOCTHBIX JIMI». MOUIEHHMKM 3BOHAT
NONPOCTKY ¥ NPeNCTaBUBIIMCH COTPYAHVKOM MOMUIUM, CITYKObI 6e30I1acHOCTM b0
APYTUX Opranusaumii, cooGiialoT O CIOKMBILENCS Y X POIUTENe) «UpPe3BbIualiHOM
CATyaluu», yOexnas TepeBeCcTH [OEHbI'M DPOOUTENSAM, KOTOPbIM  «YTPOSKAET
OINAaCHOCTb».

3. 37OYMBILUIEHHUKY CBSI3BIBAXOTCS C IETbMM M COOBIIAIOT MM O BHIUIDHILLIE B
OHJIAMH-UTPe MM BO3MOKHOCTY ITPUOBPECT UIPOBYIO BAIIOTY Ha rtardopme Roblox.
B arom cnyuae 1MoppoOCTKY DEKOMEHIYIOT MPeNoCTaBUTh JTaHHble GAHKOBCKMX KapT
OIM3KUX I TKOOB! [TONYUEHUS JEHEKHOIO Npu3a.

4. TlpecTyrmHWKM  YrOBAPMBAIOT  HECOBEPIIEHHOJETHEr0  yCTaHOBUTD
MIPOTPaMMBbI [Jist YAAJeHHOTO 1OCTYIa K cMapTdoHam ponuresneil. DTO AenaeTcs Mof
MPeMJIOrOM  3alliMThl M OKasaHus nomoiun. Takum 00pasoM y MOILUIEHHUKOB
TIOSIBJISIETCS  BO3MOYKHOCTH  VIIPaBJIATh OaHKOBCKMMU IPUJIOKEHUSIMM  B3POCIbIX
YJIEHOB MX CEeMB.

5. MoueHunKy 3aMadMBaiOT MOAPOCTKOB Yepe3 OObsIBIeHUs] B MHTEPHETE O
«HeNbUIbHOI» paboTe, HO ¢ xopoluey oriatoil. s OTKIMKa HYKHO OCTaBUTh JaHHbIe
HaHKOBCKOI KapThl, Ha KOTODYIO [TOCTYIIAT JE€HbIM. 3aTeM PeOEHOK JOJIKEH NepeBecTu
JeHbI'Y Ha CIIelMaIbHbli CUeT. 3a YCJIYTU sKePTBa SIKOObI MOJTYUYUT IMPOLEHT OT CYMMBI.

6. TpecTyHuKy BEIXOOAT HA MOOPOCTKOB C IPEIJIOKEHNEM O COBEpIIeHUM
LAMBEPCHMIL, HAIIPaBIeHHEIX HA NOBPEKAEHUE OOBEKTOB BOGHHOM MHOPACTPYKTYPbI,
TIPAaBOOXPAHUTETBHBIX OPraHOB, TOCYAApPCTBEHHBIX YUPEXKIEHU W H6aHKOB 3a
LIeIpOe BO3HAr DA eHVE.

7. BAOYMbIALICHHVKMA TIPeCTaBIsSeTCss CBEPCTHUKOM (CBEpPCTHMUEN) M C
JCIIONb30BAHMENM COIMATRHLIX CeTel MM MeCCEeHXKePOB IMOHYKAAeT K OTIPaBKe
MHTUMHBIX (QoTtorpaduii, MOJyuMB KOTOpbie 3a X HepacnpoCTpaHEeHNe TpebyIoT
IeHesKHbIe CpencTra 60 BhINOIHEHE HelIPaBOMEPHBIX TeCTBUM.

Kak sammrvrs JeTeii:

Pacckasxare 1im, 270 oSeranns 6bICTpoil mpubblin — BCcerna TPEBO>KHBIM 3HaK.
OnuimTe NONOGHBIE CXeMbI ¥ OTBETCTBEHHOCTD 3a COBepliaeMble NPeCTYTIUICHM. A
TAK)KE TIO3HAKOMBTE C IpaByiiamy UG pPOBOI TUIUEHBI.
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3aBenyTe CCUMATHHYIO KapTy s JeTCKMX MOKYNOK B IIPUIOKEHMSX,
MOCTaBbTe HA HeM HUBKVIM JIAMMT TPaAT, NOAKIIOUMTE YBENOMJIEHUs 060 BCex
ornepauusx.

JaliTe MOHATE, YTO KO BCEM 3HAKOMCTBAM B VMHTEPHEeT-TIPOCTPAHCTBE HYKHO
OTHOCUTCSI KPUTUUECKMU.

Ilorosopure npo onacHocTs Tepexoza MO CChUIKaM, IIPO BUPYCHl U KOMIbI
MO TBEPSKIEH M.

Ecin pebenox urpaer ¢ saiutero ycrpoiictsa, HACTPOITE [IJIs1 HErO OTIEJIbHbIN
npodune 6e3 nocryna K puHancam.

O6bsichute, 4TO HeNb3sh OTHPABASTL CBOM  JIMUHBIE NlaHHble, KOIIMMU
JOKYMEHTOB, (POTOrpadum GaHKOBCKOV KApThl M JeHBIM HE3HAKOMBIM JIFOISM.

HoseprtennHo obiuaiitecs ¢ peGeHKoM, GYIbTe B Kypce €ro IUIAHOB M
VIHTEPECOB, PeryJuspHO 00CY)KIaiTe C JeTbMM, Kaky€e ONIAaCHOCTY MOTYT BCTPETHUTCS B
VIHTE@PHEeTe ¥ KaK UX U36esKaTh.

Ecnu Bam ¢rano #3secTio 0 akrax MOLIEHHNYECTBA, 06513aTe/IbHO 3BOHUTE
B IOJIMIAIO 110 Tenredony «102».

K CBEJEHHAIO!
Odunyasmpeit Telegram-kanan VYrpapieHuss 1O OpraHmM3aumy  OGOPLOBI
C  NPOTUBOIABHLIN - MCII0/AB30BAHNEM  MH()OPMALMOHHO-KOMMYHMKALVQHHBIX
TeXHOJIOT M MB/L Poccum - «Bectauxk  Kubeprommmu — Poccun»

(https:/t.me/cyberpolice rus).
Ecny Boi crany sKeprsoli MOUIEHHMKOB aHOHMMHBINM 4aT-60T - «IToMOIHMK
Kubepnommuny (@cyberpolicerus_bot) okaxker Bam KOHCY/IHTaAUMOHHYIO TOMOLb.

MBI no Jloneuxoi Hapoguoi Pecrryoimke



